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DPIEU KHOAN VA PIEU KIEN CHUNG BAO VE VA XU LY DU LIEU CA NHAN BOI VO PNG VIEN.
GENERAL TERMS AND CONDITIONS ON PROTECTION AND PROCESSING CANDIDATE DATA
(Hiéu lwc tir ngay 01/07/2023/ Effective from 01/07/2023)

Trong qué trinh thiét 1ap mdi quan hé gitka Ngan hang va cac tng vién lién quan dén hoat ddng tuyén
dung bao gébm va khéng gi¢i han trng tuyén, tim kiém viéc lam/(rng vién, phdng van hoac tat ca cac hoat
dong khac lién quan trong qué trinh tuyén dung (“Hoat Dong Tuyén Dung”), Ngan hang c6 thé thu thap,
kiém soéat va xt ly di¥ liéu ca nhan cua (cac) U'ng vién va cac Cha thé cé lién quan theo Diéu khodn va
diéu kién nay, déng théi thue hién bao vé div liéu ca nhan theo quy dinh phéap luat.

During the process of establishing relationship between the Bank and the Candidate(s) in relation to
recruitment activities including and not limited to job applications, job/candidates search, interviews or all
other activities involve in the recruitment process(“recruitment activities”), the Bank may collect, control
and process personal data of the Candidate(s) and Related Subject(s) in accordance with these Terms

& Conditions, and implement the personal data protection in accordance with the law.

ng vién déng y ap dung, phdi hop va cam két tuan tha Diéu khoan va diéu kién vé bdo vé va x@& ly div

liéu déi véi Ung vién ctia Ngan hang TNHH MTV Shinhan Viét Nam.

The Candidate agrees to apply, coordinate and commit to comply with the General Terms and
Conditions on Protection and Processing Candidate Data of Shinhan Bank Vietham Limited

1. Nhirng quy dinh chung / General provisions

1.1. Diéu khoan va diéu kién vé bao vé va xt ly di liéu dbi véi rng vién (goi chung |a “Diéu khoan va
diéu kién chung vé BVDLUV”) la mdt phan khong thé tach réi clia cac théa thuan, diéu khoan va
diéu kién chi phéi mdi quan hé gitra (i) Ngan hang TNHH MTV Shinhan Viét Nam (goi chung la “Ngan
hang”) va’ho&c cac Cong ty co lién quan dén Ngan hang TNHH MTV Shinhan Viét Nam va (i) irng

vién lién quan dén Hoat Dong Tuyén Dung.

General Terms and Conditions on Protection and Processing Candidate Data (collectively, “General
Terms and Conditions”) are an integral part of the agreements, terms and conditions governing the
relationship between (i) Shinhan Bank Vietnam Limited (collectively, ‘the Bank”) and/ related

companies of Shinhan Bank Vietnam Limited and (ii) candidates related to the recruitment activities.

1.2. Dé tranh nham lan, Diéu khoan va diéu kién chung vé& BVDLUV chi 4p dung cho cac ng vién. Dbi
véi cac DI liéu ca nhan do Png vién cung cap phi hop theo quy dinh phéap luat, Ngan hang sé thuc
hién bao vé va x ly theo Diéu khoan va diéu kién chung vé BVDLUV nay.

For the avoidance of doubt, General Terms and Conditions only apply to Candidates. For the Personal

Data provided by the Candidate in accordance with the law, the Bank will protect and process it in

accordance with these Terms and Conditions.
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1.3. Ngan hang dé cao va ton trong quyén riéng tw, bdo mat va an toan théng tin ca nhan. Bong thoi,
Ngan hang ludn nd lwc bao vé théng tin ca nhan, quyén riéng tw cta ng vién (bao gébm ca (cac)
Cht thé c6 lién quan cta Png vién) va tuan tha quy dinh phap luat Viét Nam théng qua nhitng bién
phéap bao vé di¥ liéu ca nhan dap &ng va phu hop véi cac tiéu chuan, chudn muc qubc té.
The Bank values and respects the privacy, security and safety of personal information. At the same
time, the Bank always strives to protect the personal information and privacy of the Candidates
(including Related Subject(s) of the Candidates) and comply with the laws of Vietnam through
personal data protection measures that meet and comply with international standards and norms.

1.4. Ngan hang chi thu thap, x& ly va lwu trir div liéu ca nhan cta Ung vién phu hop véi quy dinh cla

phép luat va trong pham vi (cac) théa thuan gitra Ngan hang va Ung vién.

The Bank only collects, processes and stores the Personal data of the Candidate in accordance with

the law and within the agreement(s) between the Bank and the Candidate.

1.5. Délam rd hon, trong trwdng hop Ung vién dang hoac sé la Khach hang va/hodc Nhan vién ctia Ngan
hang, 'ng vién can tuan tha cac chinh sach vé bao vé div liéu ca nhan ma Ngan hang dang ap dung
cho cac Khach hang va’/hoac Nhan vién.

For further clarification, in the event that the Candidate is or will be a Customer and/or an Employee
of the Bank, the Candidate should comply with the personal data protection policies that the Bank is
applying to the Customers, and/or Employees.

1.6. Bé&ng viéc cung cap di¥ liéu ca nhan cla (cAc) Chu thé cd lien quan (bao gdbm nhwng khong gi¢i han
b&i: théng tin cta ngwdi phu thude, ngwdi cé lién quan theo quy dinh phéap luat, vo/chéng, con cai
va’hodc cha me va/hodc ngwdi giam hd, ban bé, nguoi tham chiéu trong Hoat Bong Tuyén Dung,
nguwdi lién hé trong cac trweng hop khan cap hodc ca nhan khac) cho Ngan hang, 'ng vién cam
doan, bao dam va chiu trach nhiém réng 'ng vién da cé dwoc sy dong y hop phap cla (cac) Cha

thé c6 lién quan vé viéc cho phép Ngan hang xt ly di¥ liéu ctia (cAc) Chu thé cé lién quan.

By providing the personal data of the Related Subject(s) (including but not limited to: information of
dependents, legally related persons, spouses, children and/or parents and/or guardian, friends,
recruitment reference, emergency contact or other individual) to the Bank, the Candidate represents,
warrants and is responsible that the candidate has obtained legal consent of the Related Subject(s)

for allowing the Bank to process the personal data of the Related Subject(s).

1.7. Dé thuc hién viéc kiém ching cac théng tin do ng vién cung cép theo quy trinh tuyén dung, Ngan
hang sé c6 thé xt ly di liéu ctia (cAc) Chu thé c6 lién quan cia ng vién (nhw dwoc dé cap tai Diéu
1.6). Theo d6, 'ng vién cé trach nhiém cé dwoc sw ddng y cla (cac) Cha thé co lién quan va Ung
vién cam két chiju trach nhiém véi Ngan hang va dam bao vé viéc da cé dwoc sy dong y hop phap
va can thiét ctia (cac) Cha thé cé lién quan d& Ngan hang thwe hién dwoc cAc muc dich da théa thuan

véi ng vién theo Diéu khoan va diéu kién chung vé BVDLUV nay.
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In order to perform verification of the information provided by the Candidate under the recruitment
process, the Bank will be able to process the data of the Candidate's Related Subject(s) (as
mentioned in Article 1.6). Accordingly, the Candidate is responsible for obtaining the consent of the
Related Subject(s) and the Candidate commits to be responsible to the Bank and ensures that the
legal and necessary consent of the Related Subject(s) has been obtained for the Bank to fulfill the

purposes agreed with the Candidate under these General Terms and Conditions.

1.8. Phu thudc vao vai tro ctia Ngan hang trong tirng tinh hudng cu thé 1a (i) Bén Kiém soat div liéu ca
nhan; (i) Bén Xt ly di liéu ca nhan; hoac (iii) Bén Kiém soéat va xt ly di liéu, Ngan hang sé thuc
hién cac quy&n han va tradch nhiém twong trng theo quy dinh clta phap luat hién hanh.

Depending on the role of the Bank in each specific situation is (i) the Controller of personal data; (ii)
Personal Data Processor; or (iii) the Data Controller and Processor, the Bank will exercise its

respective rights and responsibilities in accordance with applicable laws.

1.9. Diéu khoan va diéu kién chung vé BVDLUV nay sé dwoc wu tién ap dung trong trwong hop cé bat ky
xung dét hodc mau thudn nao véi cac théa thuan, diéu khoan va diéu kién chi phdi méi quan hé cua
ng vién véi Ngan hang, cho du duoc ky két trwéde, vao ngay hodc sau ngay 'ng vién chép thuan
Diéu khoan va diéu kién chung vé BVDLUV nay.

General Terms and Conditions shall prevail in the event of any conflict or inconsistency with the
agreements, terms and conditions governing the Candidate’s relationship with the Bank, whether
signed before, on or after the date of Candidate’s acceptance of these General Terms and Conditions

1.10. T4t ca cac quyén va nghia vu cia Ngan hang va Ung vién tai Diéu khoan va diéu kién chung vé
BVDLUV nay sé khong thay thé&, chAm dit hodc thay déi, nhwng sé la bd sung vao cac quyén ma
Ngan hang va 'ng vién dang c6 & bat ky van ban nao.

All rights and obligations of the Bank and the Candidate in these General Terms and Conditions shall
not replace, terminate or change, but shall be cumulative to the rights that the Bank and the Candidate
have in any document.

Giai thich tte ngtr / Interpretation of terms

2.1. “Dir liéu ca nhan” |a thong tin dwéi dang ky hiéu, chi viét, ch¥ sb, hinh anh, am thanh ho&c dang
twong tw trén mai trwdng dién tl gan lién véi mot con ngudi cu thé hodc gidp xac dinh mot con ngudi

cu thé. D liéu ca nhan bao gébm di liéu ca nhan co ban va di liéu ca nhan nhay cam.

“Personal data” means any information in the form of symbol, letters, numbers, images, sounds or
similar forms in electronic environment that is associated with a particular person or helps to identify

a particular person. Personal data includes basic personal data and sensitive personal data.
2.2. “Dir liéu ca nhan co’ ban” bao gébm:

“Basic personal data” includes
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a. Ho, chir dém va tén khai sinh, tén goi khac (néu c0);
Family name, middle name and first name, and other names (if any);

b. Ngay, thang, nam sinh; ngay, thang, nam chét hoac mét tich;
Date of birth; date of death or missing;

c. Giditinh;
Gender,;

d. Noi sinh, noi dang ky khai sinh, noi thwdng trd, noi tam trd, noi & hién tai, qué quan, dia chi lién
hé;
Place of birth, place of birth registration, place of permanent residence, place of temporary
residence, place of current residence, hometown, contact address;

e. Qubc tich;
Nationality;

f. Hinh anh clta cé nhan;
Personal photos;

g. Sb dién thoai, s6 chirng minh nhan dan, sé dinh danh ca nhan, sé hd chiéu, sé gidy phép lai xe,
sb bién s6 xe, s ma sb thué ca nhan, sé bao hiém xa hoi, sb thé bao hiém y té;
Phone number, people’s identity card number, personal identification number, passport number,
driver’s license number, license plate number, personal tax identification number, social
insurance number, health insurance card number;

h. Tinh trang hén nhan;
Marital status;

i. Thong tin v& mdi quan hé gia dinh (cha me, con céi);
Information on family relationships (parents, children)

j.  Théng tin vé tai khoan sb ctia ca nhan; dir liéu ca nhan phan anh hoat déng, lich s& hoat déng
trén khdng gian mang;
Information on personal digital accounts; personal data that reflects activities, history of activities
in cyberspace

k. Céc thdng tin khac gan lién véi mot con ngwdi cu thé hodc gitip xac dinh mét con ngudi cu thé
ma khoéng thuéc trwedng hop di liéu ca nhan nhay cam.
Other information associated with a specific person or helps to identify a specific person that is
not subject to Sensitive personal data.

2.3. “Dir liéu ca nhan nhay cam” la di liéu ca nhan gén lién véi quyén riéng tw cia ca nhan ma khi bj

xam pham sé gay anh hwéng tryc tiép téi quyén va loi ich hop phap ctia ca nhan gom:

“Sensitive personal data” means personal data associated with an individual’s privacy that, when

being violated, shall directly affect on individua/’s legitimate rights and interests, including

a. Quan diém chinh tri, quan diém tén gido;

Political and religious views
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b. Tinh trang strc khde va doi tw dwoc ghi trong hd so bénh an, khdng bao gébm théng tin vé nhém
mau;

Information on health condition and private life that is documented in medical records, excluding
information on blood type;

c. Thoéng tin lién quan dén ngudn gdc ching tdc, ngudn gbc dan toc;

Information relating to racial origin and ethnic origin;

d. Théng tin vé dic diém di truyén dwoc thira hwédng hodc cé dwoc clia ca nhan:
Information on individual’s inherited or acquired genetic characteristics;

e. Thong tin vé thudc tinh vat ly, dac diém sinh hoc riéng ctia ca nhan;

Information on individual’s distinctive physical attributes and biological characteristic;

f.  Théng tin vé doi sdng tinh duc, xu hwéng tinh duc ca ca nhan;

Information on individual’s sex life and sexual orientation;

g. D liéu vé t6i pham, hanh vi pham tdi dwoc thu thap, lwu trir bdi cac co quan thuc thi phap luat;
Data about crimes and criminal acts that are obtained and kept by law enforcement agencies;

h. Théng tin giao dich va théng tin dwgc ham chira trong béat ky (cac) tai khodn ma Ung vién c6 thé
mé& vé&i Ngan hang, cho du |a tai khodn riéng hay déng sé& hiru véi bat ky bén nao khac, thé loai
san pham va/ hodc dich vu ma Ung vién dang ky véi Ngan hang va cac div liéu can thiét khac
lién quan dén Ung vién va (céac) giao dich cta ng vién véi Ngan hang, bao gdm nhwng khong
gi¢i han thong tin dinh danh Ung vién (c6 thé bao gdm chi ky, van tay, &nh khuén mat, va cac
d&c diém sinh trdc hoc khac), théng tin vé tai khoan, thong tin vé tién givi, thong tin vé tai san gii;
va/hodc céc thong tin khac lién quan dén viéc cung cap cac san phdm va dich vu ctia Ngan hang;
Transaction information and information contained in any account(s) that the Candidate may
open with the Bank, whether separate or jointly owned with any other party, product category and
/ or services that the Candidate registers with the Bank and other necessary data related to the
Candidate and the Candidate’s transaction(s) with the Bank, including but not limited to
Candidate identification information (may include signatures, fingerprints, facial images, and
other biometric features), account information, deposit information, deposited assets information ;
and/or other information relating to the provision of the Bank’s products and services;

i. D@ liéu vé vi tri cGia ca nhan dwoc xac dinh qua dich vu dinh vi;

Location data of individuals that are identified through location services;

j. D liéu ca nhan khac dwoc phap luat quy dinh & d3c thu va can cé bién phap bdo mat can thiét.
Other personal data that is required by law to be unique and requires necessary security
measures.

2.4. “Xee ly dir liéu ca nhan” la mét hoac nhiéu hoat dong tac déng t&i dir liéu ca nhan, nhw: thu thap,
ghi, phan tich, xac nhan, lwu trir, chinh stra, cong khai, két hop, truy cap, truy xuat, thu héi, ma hoa,
gidi ma, sao chép, chia sé, truyén dwa, cung cap, chuyén giao, x6a, hiy dir liéu ca nhan hodc cac

hanh déng khéc c6 lién quan
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“Personal data processing” means one or more operations that affect personal data, such as:
obtaining, recording, analysis, confirmation, storage, alteration, publicity, combination, access,
retrieval, recovery, encryption, decryption, duplication, sharing, transmission, provision, transfer,
deletion, destruction of personal data or other relevant operations.

2.5. “Ung vién” la (i) (nhirng) ngwdi ng tuyén, (cac) rng vién thwe hién tryc tiép hodc gian tiép hoat

déng tng tuyén vao (cac) vj tri cdng viéc tai Ngan hang hodc va’hodc (i) cac (rng vién tiém ndng ma
Ngan hang cht dong tim kiém, khai thac mét cach hop phéap; hodc duoc gidi thiéu, dwoc tw van bdi
cac cong ty tw van dich vu nhan sw/cong ty gi6i thiéu nhan sw hodc cac thanh vién trong Tap doan
Tai chinh Shinhan hoac tir bat ky bén thi ba nao khac.
“Candidate” means (i) applicants, candidates who directly or indirectly apply for job positions at the
Bank or and/or (ii) potential candidates that the Bank legally & actively seek, exploit in the labor market
or are introduced, consulted by human resource consulting companies/recruitment companies or
members of Shinhan Financial Group or from any other third party.

2.6. “Tap doan Tai chinh Shinhan” bao gém tru s&, van phong, chi nhanh, ngan hang me, céng ty con,
cong ty thanh vién, cong ty lién két ctia Ngan hang hoac bat ky céng ty nao trong Tap doan Tai chinh
Shinhan.

“Shinhan Financial Group” includes the head office, offices, branches, mother bank, subsidiaries,
member companies, affiliated companies of the Bank or any company within the Shinhan Financial

Group.

Dé& 1am r6 hon, cac tir ngl¥ nao chwa dwoc gidi thich tai Diéu nay sé dwoc hidu va ap dung theo phap

luat Viét Nam

For further clarification, any terms not explained in this Article shall be construed and applied in

accordance with the laws of Vietham.

3. Cac hoat dong xwr ly div liéu ca nhan / Personal data processing activities
3.1. Thu thap dirliéu ca nhan / Collecting personal data
3.1.1. Véi vai tro 1a mot don vi c6 nhu cau tim kiém &ng vién, phdéng van hoac tuyén dung dé phuc vu

cho hoat ddng nhan sy cia Ngan hang, Ngan hang cé thé can phai va/hoac dwoc yéu cau phai
thu thap di¥ liéu c& nhan, bao gdm: (i) D liéu ca nhan co ban va (ii) D& liéu ca nhan nhay cdm
c6 lien quan dén ng vién va (cac) Cha thé c6 lién quan cta ng vién.
As an entity wishing to search for candidates, interview or recruit to serve the Bank's human
resource activities, the Bank may need and/or be required to collect personal data, including: (i)
Basic Personal Data and (ii) Sensitive Personal Data relating to the Candidate and the
Candidate's Related Subject(s).
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3.1.2. Ngan hang c6 thé thu thap trwc tiép hodc gian tiép nhirng dir liéu ca nhan nay tlr 'ng vién trong
qua trinh tim kiém (rng vién, phéng van hoac tuyén dung, va tr mot hodc mot sé cac ngudn nhw

duoc liét ké dwai day, bao gbm nhwng khéng gidi han:

The Bank may collect these personal data directly or indirectly from the Candidate during the
candidate search, interview or recruitment process, and from one or more of the sources as listed

below, including but not limited to:

a. Nhirng thong tin do Ngan hang thu thap dwoc tir cac website/trang thong tin tuyén dung (bao
gém nhwng khéng gi¢i han bd&i: viethamworks.com, careerbuilder.vn, linkedin.com,
shinhancareer.com,...);

The information collected by the Bank from recruitment website/ channel (including but not

limited to: vietnamworks.com, careerbuilder.vn, linkedin.com, shinhancareer.com...);

b. Nhirng théng tin do ng vién cung cap trong hd so da ndp cho Ngan hang trong qué trinh
tuyén dung trwdc dé da dwoc Ngan hang lwu triy theo Diéu khodn va diéu kién chung vé
BVDLUV nay;

The information provided by Candidate in the documents submitted to the Bank during the
previous recruitment process has been stored by the Bank in accordance with these General

Terms and Conditions;

c. Nhirng théng tin do Ung vién cung cép trong qua trinh tim kiém (&ng vién, phéng van hoac
tuyén dung;
The information provided by the Candidate during the process of candidate search, interview

or recruitmen;.

d. Nhirng théng tin do Ung vién chi ddng cong bé trén cac nén tang mang xa hoi tap trung vao
cac két ndi nghé nghiép va viéc lam (bao gébm nhwng khéng gi¢i han bdi: LinkedIn, nhém
facebook...). 'ng vién hiéu rd va ddng y rdng, mang xa hdi mang tinh chat cong déng va phd
bién thong tin dén x& hai, ké tir thoi diém chia sé cong khai cac D liéu ca nhan, ng vién da
chép thuan moi hoat déng xt ly di¥ liéu c& nhan tir cac nha tuyén dung tiém nang cho cac
muc dich tuyén dung;

The information actively published by the Candidate on social networking platforms focusing
on career and employment connections (including but not limited to: LinkedIn, facebook
groups...). Candidate fully understands and agrees that, social networks bring community
nature and disseminate information to society, from the time of public sharing of Personal Data,
Candidate has consented to all personal data processing activities from potential employers

for recruitment purposes;

e. Nhirng théng tin dwoc thu thap tir cdc ngudn bén ngoai, bao gédm nhwng khéng gi¢i han cac

thong tin tham chiéu cta bén tht ba (théng tin nguoi than, ddng nghiép, ngwdi tham chiéu

We believe finance shoul Q
iz . €Y Shinhan Bank




S

Shinhan

[HRD] TA.04.T&C on protection and processing candidate data

trong phéng van/tuyén dung...) dwoc dé cap trong cac hd so ma Png vién cung cp cho Ngan
hang hoac tir cac ngudn hop phap khac ma Ngan hang cé dwoc;

The information collected from external sources, including but not limited to third-party
reference information (information of relatives, colleagues reference in interview/recruitment,
etc.) that mentioned in documents provided by the Candidate to the Bank or obtained by the

Bank from other legal sources

f.  Nhirng thong tin tlr cac nha cung cap, bén cung cap dich vu, déi tac tuyén dung/cung cép dich
vu tw van nhan sy hodc cac ddi tac c6 lién quan khac ctia Ngan hang;
Information from suppliers, service providers, recruitment/HR consulting service providers or

other relevant partners of the Bank;

g. Nhirng thoéng tin dwgc thu thap tir cac co s& giao duc/co sé dao tao trong va ngoai nwéc ma
(ng vién da tham gia hoc tap va dao tao;
Information from domestic and ovrersea educational institutions/training institutions that the

Candidate has participated in studying and training;

h. Nhirng théng tin dwoc thu thap tir cac hoi thao viéc lam, hoi thdo nghé nghiép;

Information from job seminars, career seminars;

i. Nhirng théng tin dwoc thu thap thdng qua cac tap tin/tép dwoc tao ra béi trang mang ma ng
vién truy cap (cookie) ho&c cac thiét bi/ cong cu giam sat twong tu;
Through files generated by the website that the Candidate visits (cookies) or similar monitoring

devices/tools;

j.  Nhirng thong tin dwoc thu thap ttr nhixng ngudn ctia bén thir ba, ma ng vién dong y viéc
chia sé/cung cép di liéu ca nhan, hodc nhixng nguén ma viéc thu thap dugc phap luat yéu
cau hoac cho phép.

Information from third-party sources, with whom the Candidate consents to the
sharing/providing of personal data, or sources where the collection is required or permitted by

law.

k. Théng tin dwoc thu thap tir trung tdm Théng tin Tin dung Quédc gia Viét Nam hodc bét ky co
quan hoac tb chirc nao khac dwgc thanh lap bdi Ngan hang Nha nwéc Viét Nam hodc bét ky
co quan khac cé tham quyén ddi véi Ngan hang.

Information from the National Credit Information Centre of Vietham or any other agency or
organization established by the State Bank of Vietham or any other authority having
jurisdiction over the Bank.

l.  Théng tin dwoc thu thap t (cAc) nha tuyén dung noi Png vién da lam viéc truéc dé.

Information collected from former employer(s) of the candidate.
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3.2. Muc dich xtr ly div liéu ca nhan / Purpose of processing personal data
3.2.1. Ngan hang c6 thé xr Iy di¥ liéu ca nhan cho mét hodc nhiéu muc dich sau day:

The Bank may process personal data for one or more of the following purposes

a. D& thuc hién quy trinh ng tuyén va tuyén dung: (i) danh gia cac kj ndng va trinh dé ctia 'ng

vién cho céc vi tri céng viéc tai Ngan hang, (i) lién hé véi Ung vién; (i) d@m bao viéc lwu triv
hd so phu hop lién quan dén cac quy trinh cling nhw Hoat Béng Tuyén Dung; (iv) phan tich,
nghién ctru va cai thién cac quy trinh va hiéu qua cta Hoat Dong Tuyén Dung; (v) xa&c minh
thong tin ctia Wng vién (bao gdm nhwng khoéng gi¢i han bdi: théng tin vé cac chirng nhan dao
tao/bang cap, lich st hodc kinh nghiém lam viéc,...) va thuc hién viéc tham chiéu ciing nhw
kiém tra ly lich;
To carry out the application and recruitment process: (i) assess the Candidate's skills and
gualifications for job positions at the Bank, (ii) contact the Candidate; (iii) ensure proper record
keeping related to recruitment processes and activities; (iv) analyze, research and improve
recruitment processes and effectiveness; (v) verify the Candidate's information (including but
not limited to: information about training/qualification certifications, history or work experience,
etc.) and perform reference as well as background checking;

b. Dé& xem xét vé ky két hop déng lao dong hodc hop ddng/thda thuan khac véi Ung vién;

To consider signing labor contract or other contract/ agreement with the Candidate;

c. D& thuwc hién truyén théng trong hoat ddng nhan su;

To carry out communication in HR activities;
d. Dé thong tin, quang ba cac vi tri dang tuyén dung phu hop;
To inform and promote suitable vacancies;

e. Dé bao vé quyén va lgi ich hop phap ctia Ngan hang va tuan tha cac quy dinh phap luat lién
quan;

To protect the legitimate interests of the Bank and comply with relevant laws;

f. D& dap wng, tuan tha cac chinh sach néi bd ctia Ngan hang, cac thi tuc va bat ky quy tac,
quy dinh, hwéng dan, chi thi hoac yéu cau dwgc ban hanh b&i Co quan nha nwédc co tham
quyén theo quy dinh phéap luat; hodc cac nghia vu phap ly khac (néu co);

To meet, comply with the Bank’s internal policies, procedures and any rules, laws, regulations,
codes of practice or instructions, directives or requirements issued by state agency in
accordance with the laws; or other legal obligations (if any);

g. Dé& hé tro cac muc dich hanh chinh bao gdm khéng gi¢i han déng ky lwu trG, quan ly tai san,
khai b4o nhan sw, cap thé ra/vao, tha tuc hanh chinh ma phap luat quy dinh....nhdm hé tro
ng vién trong qua trinh ng vién chuan bi lam viéc tai Ngan hang:

To support administrative purposes including, but not limited to, registration of residence,

property management, personnel declaration, issuance of entry/exit cards, administrative
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procedures prescribed by law, etc., to support Candidates during the candidate's preparation
to work at the Bank;

h. Dé thu thap théng tin vé nhirng ngudi dung trang mang ctia Ngan hang cho muc dich dam
bao mirc d6 dich vu truy cap trén maéi trwong dién t&r dwoc ca nhan hoéa (vi du: cookies,...)
To collect information about users of the Bank's website for the purpose of ensuring the level
of service access in electronic environment is personalized (e.g. cookies, ...);

i. GUi théng tin cho cac nha cung cip/cac bén cung cap dich vu/ddi tac ctia Ngan hang (bao
gdm nhwng khéng gi¢i han bdi: cac cong ty tw van dich vu nhan sw, tuyén dung hodc tw van
thi thwe, phap luat va thué, ....) dé thwc hién dich vu cho Ung vién va’hodc Ngan hang;

Send information to suppliers/service providers/partners of the Bank (including but not limited
to: human resources, recruitment or visa consulting firms, legal and taxes, etc.) to perform
services for the Candidate and/or the Bank;

j.  Cho cac muc dich khac dwoc yéu ciu béi bat ky luat, quy dinh, hwéng dan va/hodc cac Co
quan nha nwéc cé thAm quyén;

For any other purpose required or permitted by any law, regulation, guideline and/or
Competent Authority;

k. Céac muc dich hop ly va hop phap khac cé lién quan dén nhivng muc dich dwoc néu trén.
Other reasonable purposes related to those listed above.

3.2.2. Ngan hang sé yéu cau sy cho phép tir I'ng vién trwéc khi ste dung dir liéu ca nhan cta Ung vién
cho muc dich khac ngoai cac muc dich da dwoc néu tai Diéu khoadn va diéu kién chung vé
BVDLUV nay.

The Bank will request permission from Candidate before using the Candidate’s personal data for

purposes other than those stated in the General Terms and Conditions.
3.3. Viéc chuyén giao va tiét 16 div liéu ca nhan / The transfer and disclosure of personal data

3.3.1. Nham thwc hién cac muc dich va hoat déng xt& ly div liéu ca nhan tai Diéu khoan va diéu kién
chung vé BVDLUV nay, Ngan hang c6 thé tiét 16 dir liéu ca nhan ctia Ung vién hodc di liéu ca
nhan cla cac bén th ba c6 lién quan dén ng vién, cho mét hodc cac bén dudi day:

In order to carry out purposes and activities to process personal data according to this General
Terms and Conditions, the Bank may disclose the Candidate’s personal data or the personal data

of third parties related to the Candidate, to one or the other following parties
a. Céc cong ty va/hodc cac td chirc trong Tap doan Tai chinh Shinhan:;
Companies and/or organizations within Shinhan Financial Group;
b. Céc nha cung cap cta Ngan hang, bao gém nhwng khéng gi¢i han béi: cac céng ty tw van

dich vu nhan sw, tuyén dung hodc tw van thi thwe, phap luat va thué, cac Pon vi, ca nhan
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cung cap cac dich vu véi muc dich hanh chinh nham hd tro Png vién trong qua trinh 'ng
vién chuén bj lam viéc tai Ngan hang.

Suppliers of the Bank, including but not limited to: firms providing consulting service in human
resource, recruitment or visa consulting, legal and tax; entities and individuals providing

services for administrative purposes to assist the Candidate in preparing to work at the Bank;

c. Céc co quan nha nwéc cé thAm quyén tai Viét Nam hodc bat ky ca nhan, co quan cé thdm
quyén hodc co quan quan ly hodc bén thr ba ma Ngan hang dwoc phép hodc bat budc phai
tiét 16 theo quy dinh phap luat clta bat ky quéc gia, hodc theo bat ky hop déng/théa thuan
ho&c cam két nao khéac gitra bén thtr ba va Ngan hang;

Competent state authorities in Vietham or any individual, competent authority or regulatory
bodies or third party that the Bank is permitted or required to disclose in accordance with the
laws of any country, or under any other contract/agreement or undertaking between a third

party and the Bank

d. Céc bén thr ba ma Ung vién déng y hodc Ngan hang cé co s& phap Iy dé chia sé di liéu ca
nhan cta Ung vién.
The third parties with whom the Candidate agrees or the Bank has a legal basis to share the

Candidate’s personal data.

3.3.2. Maét khac, Ngan hang sé xem di liéu ca nhan cia Ung vién la riéng tw va bi mat. Ngoai cac bén
da néu & Piéu 3.3.1, Ngan hang sé khong tiét 16 di liéu cta ng vién cho bét ky bén nao khac,

trir cac trwdng hop:

On the other hand, the Bank will treat the Candidate’s personal data as private and confidential.
Apart from the parties mentioned above, the Bank will not disclose the Candidate’s data to any

other party, excepting:

a. Khico sw ddng y ctiia Ung vién;
With the consent of the Candidate;

b. Khi Ngan hang dwoc yéu cau hoac dwoc phép tiét 16 theo quy dinh phap luat; hodc theo
quyét dinh cGa co quan nha nwéc c6 thAm quyén;
When the Bank is required or permitted to disclose in accordance with the law; or under a

decision of a competent state agency;

c. Khi Ngan hang chuyén giao quyén va nghia vu theo (cac) théa thuan lién quan trong qua
trinh mua ban va sap nhap (néu cé).
When the Bank transfers rights and obligations in accordance with related agreement(s)

during Merger & Acquisition process (if any).

4. Chuyén giao dir Liéu Ca Nhan ra nwéc ngoai / International Transfer of Personal Data
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4.1.  Nham thwc hién muc dich xt ly di¥ liéu ca nhan tai Diéu khoan va diéu kién chung vé BVDLUV,
Ngan hang c6 thé phai cung cip/chia sé di¥ liéu ca nhan ctia 'ng vién dén cac bén th ba lién
quan cGa Ngan hang va cac bén th(r ba nay c6 thé tai Viéet Nam ho&c bat cv dia diém nao khac
nam ngoai lanh thd Viét Nam.

In order to fulfill the purpose of processing personal data in these Terms and Conditions, the Bank
may have to provide/share the Candidate’s personal data to the relevant third parties of the Bank;
and these third parties may be in Vietnam or any other location outside the territory of Vietham.

4.2.  Khithwe hién viéc cung cap/chia sé di¥ liéu ca nhan ra nwéc ngoai , Ngan hang sé yéu cau bén
tiép nhan dadm bao rang di¥ liéu ca nhan ctia 'ng vién dwoc chuyén giao cho ho sé& bao mat va
an toan. Ngan hang dam bao tuan tha cac nghia vu phap ly va quy dinh lién quan dén viéc chuyén
giao di¥ liéu ca nhan caa Ung vién.

When transferred personal data to another country, the Bank will require the recipient to ensure
that the Candidate’s personal data transferred to them will be confidential and secure. The Bank
complies with legal and regulatory obligations regarding the transfer of the Candidate’s personal

data.

5. Quyén va nghia vu ciia Ung vién lién quan dén dir liéu ca nhan cung cap cho Ngan hang /

Rights and obligations of Candidate regarding personal data provided to the Bank

5.1. ng vién co cac quyén sau day: (i) Quyén duoc biét; (i) Quyén ddng v; (i) Quyén truy cap; (iv)
Quyén rat lai sw ddng y; (V) Quyén xo6a di liéu; (vi) Quyén han ché xir ly di liéu; (vii) Quyén cung
cép di liéu; (viii) Quyén phan dbi xt ly di liéu; (ix) Quyén khiéu nai, td céo, khéi kién; (x) Quyén
yéu cau boi thuwérng thiét hai; (xi) Quyén tw bao vé va cac quyén cé lién quan khac theo quy dinh
cua phap luat.

Candidate has the following rights: (i) Right to know; (ii) Right to consent; (iii) Right of Access; (iv)
Right to withdraw consent; (v) Right to delete data; (vi) Right to restrict data processing; (vii) Right
to provide data; (viii) Right to object to data processing; (ix) The right to complain, denounce and
initiate lawsuits; (x) Right to claim damages; (xi) The right to self-defense and other related rights

as prescribed by laws.

5.2.  Trong pham vi phap luat cho phép, 'ng vién c6 thé thwc hién cac quyén cta minh bang céach lién
hé v&i Ngan hang theo théng tin dwoc cung cép chi tiét tai Biéu 9.
To the extent permitted by law, the Candidate may implement his/her rights by contacting the

Bank using the information provided in detail in Article 9.
5.3. Ngan hang, bang sw nd lwc hop ly, sé thwe hién yéu cu hop phap va hop 1é tv 'ng vién trong
khodng thoi gian luat dinh ké tir khi nhan dwoc yéu cau hoan chinh va hop Ié tv ng vién, trv

trwong hop phap luat cé quy dinh khac.
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The Bank will, with reasonable efforts, comply with a valid and lawful request to implement a right
from the Candidate within the statutory period of time from the date of receipt of a complete and
valid request and related processing fees (if any) from the Candidate, unless otherwise provided

by laws.

5.4. Trong trwdng hop Ung vién rit lai sy ddng y cGa minh, yéu cau xda dir liéu va/hodc thuwc hién
cac quyén co lién quan khac dbi véi bat ky hodc tat ca cac div liéu ca nhan ctia ng vién, va tuy
thudc vao ban chat yéu ciu ctia Ung vién, Ngan hang c6 thé sé xem xét thwc hién cac yéu cau
trén co s& tuan tha quy dinh phap luat hién hanh. Tuy nhién, Png vién can lwu y réng cac yéu
cau nay sé co thé anh hwéng dén kha nadng thwc hién viéc danh gia va tuyén dung ciing nhw 1am
han ché kha nang dat dén mot théa thuan vé co hdi viéc lam cta Ung vién tai Ngan hang. Theo
doé, Ngan hang sé khong chiu trach nhiém dbéi véi 'ng vién cho bt ky ton that nao phét sinh tiy
viéc Ung vién thye hién cac quyén cia minh nhw dwoc néu tai Diéu 5.1 (néu co).

In the event that the Candidate withdraw his or her consent, request to delete data and/or
excercise other relevant rights for any or all of the Candidate’s personal data, and subject to the
nature of Candidate’s requirements, the Bank may consider implementing the requirements on
the basis of compliance with applicable laws. However, the Candidate should note that these
requirements will likely affect the ability to conduct evaluation and recruitment and limit the
possibility to reach an agreement on employment opportunities of Candidate at Bank. Accordingly,
the Bank shall not be liable to the Candidate for any loss arising from the Candidate’s exercise of

rights as set forth in Article 5.1 (if any).

5.5. Vi muc dich bdo mat va han ché tbi da cac rui ro, 'ng vién cé thé can phai dwa ra yéu ciu cla
minh bang van ban ho&c st dung phwong phap khac dé chirng minh va dinh danh Ung vién.
Ngan hang c6 thé yéu cau Ung vién tha tuc dinh danh trwdc khi xt Iy yéu cau ctia ng vién va
tam ngwng x& ly yéu cau cho dén khi cé du co sé phap ly thwe hién.
For security purposes and minimizing risks, the Candidate may need to make his/her request in
writing or use another method to prove and identify the Candidate. The Bank may require the
Candidate for identification before processing the Candidate's request and suspend the

processing of the request until there is sufficient legal basis for implementation.
6. Bién phap Bao mat dir liéu ca nhan / Measures to secure the Candidate personal data

6.1. Ngan hang c6 trach nhiém ddm bao tinh bdo mat, an toan, tuan thd phap luat, han ché cac hau
qua, thiét hai khdng mong muédn c6 kha néng xay ra (bao gdm nhwng khong gi&i han: ro ri di¥ liéu
ho&c xt ly di¥ liéu khéng phu hop gay tdn hai dén quyén va lgi ich hop phap cta Ung vién).
The Bank is responsible for confidentiality, safety, compliance with the law, limiting unintended
consequences and damages (including but not limited to: data leakage or inappropriate data

processing that harms the legitimate rights and interests of the Candidate).
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6.2.  Ngan hang thwc hién trach nhiém bao vé di¥ liéu ca nhan theo quy dinh ctia phap luat hién hanh
véi cac phwong phap bao mat tét nhét theo tiéu chuan quéc té va thwong xuy@n xem xét va cap
nhat cac bién phap quan ly va ky thuat khi x& ly di¥ liéu ca nhan.

The Bank fulfills its responsibility to protect personal data in accordance with applicable laws with
best security practices in line with international practices and regularly reviews and updates

technical and management measures when processing the Candidate’s personal data.
7. Lwu triv dir liéu ca nhan / Store the Candidate’s personal data

7.1. DU liéu ca& nhan cta Ung vién do Ngéan hang lwu trir sé dwgrc bao mat. Ngan hang sé thyc hién
céac bién phap hop ly dé& bao vé div liéu ca nhan ctia Ung vién.
Candidate’s personal data stored by the Bank will be kept confidential. The Bank will take

reasonable steps to protect the Candidate’s personal data

7.2.  Ngan hang lwu tri» di¥ liéu ca nhan cta U'ng vién bao gdm cé cac di¥ liéu ca nhan dwoc Ung vién
cung cép trong khoang thdi gian ma Ngan hang xét thay phi hop, can thiét dé hoan thanh cac
muc dich theo Diéu khoan va diéu kién chung vé BVDLUV nay ké ca khi Ngan hang da hoan tat
hoat ddong phéng van va/hodc da tuyén dung Ung vién, trir khi cé quy dinh khac di béi cac quy
dinh phap luat hién hanh.

The Bank will store the Candidate’s personal data, including the personal data provided by the
Candidate, for such period as the Bank deems appropriate, necessary to fulfill the purposes under
the General Terms and Conditions, even if the Bank has completed the interview and/or recruited

the Candidate, unless otherwise provided by applicable laws.
8.  Stra d6i / Modification
Ngan hang c6 thé stra ddi, cap nhat hodc diéu chinh cac diéu khoan clia Diéu khoan va diéu kién
chung vé BVDLUV nay tuy tirng thoi diém. Thong béo vé bat ky sy stra dbi, cap nhat hodc diéu
chinh nao c6 thé sé dwoc cap nhat, dang tai trén trang thong tin tuyén dung cta Ngan hang tai dia
chi: shinhancareer.com hoac théng bao dén U’ng vién théng qua cac phuwong tién lién lac khac ma

Ngan hang cho 1a phu hop theo céc dia chi do Ung vién cung c&p cho Ngan hang.
The Bank may amend, update or adjust the terms of these General Terms and Conditions from time
to time. Notice of any possible amendments, Notice of updates or adjustments will be updated,

posted on the Bank's recruitment website at: shinhancareer.com or communicated to the

Candidates through other means of communication as the Bank deems appropriate.
9. Luat ap dung, Giai quyét tranh chap & Ngdn ngir &p dung/ Applicable law, Dispute Resolution
& Applicable language
Diéu kién va diéu khoan chung nay sé dwoc giai thich va diéu chinh béi quy dinh cta phap luat Viét

Nam.
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These general terms and conditions shall be construed and governed by the laws of Vietham.

B4t ky tranh chap nao phat sinh tir ho&c lién quan dén nhirng nodi dung nay sé duwoc giai quyét thong
qua thwong lwong, hoa giai. Trong trwerng hop khéng thé thwong lwong, hoa giai, cac Bén sé duwa
ra Toa an nhan dan c6 thAm quyén dé giai quyét.

Any dispute arising out of or in connection with this content shall be resolved through negotiation or
reconciliation. In case it is not possible to negotiate or reconciliate, it will be submitted to the

competent People’s Court for settlement.

Diéu khoan va diéu kién chung vé BVDLUV nay duoc lap song ngir Anh — Viét. Trong trwerng hop co
s mau thuan gitra ndi dung tiéng Anh va noi dung tiéng Viét, ndi dung tiéng Viét sé dwoc wu tién ap
dung

This General Terms and Conditions is made in English and Vietnamese. In case of any

inconsistencies between the English and Vietnamese version, the Viethamese version shall prevail .

10. Thoéng tin lién hé xt ly dir liéeu ca nhan / Contact information for processing Candidate’s

personal data

Trwdng hop Ung vién cé bat ky cau hdi ndo lién quan dén Piéu khoan va diéu kién chung vé BVDLUV
nay hodc cac van dé lien quan dén quyén cla cha thé di liéu hodc x& Iy di liéu ca nhan cta Ung
vién, 'ng vién vui long lién hé theo théng tin duwéi day dé duwoc hd tro:

In case the Candidate have any questions regarding this General Terms and Conditions or matters
related to the data subject's rights or the processing of the Candidate's personal data, the Candidate

should contact at Information below for support:

Phong Nhan sw - Ngan hang TNHH MTV Shinhan Viét Nam

Dia chi: 138-142 Hai Ba Trwng, Phwéng Da Kao, Quan 1, Thanh phé Hé Chi Minh.
S6 dién thoai: (+84).28. 3528 7900

Human Resource Department — Shinhan Bank Viet Nam Limited.

Address: 138 — 142 Hai Ba Trung, Dakao Ward, District 01, Ho Chi Minh City

Tel: (+84).28. 3528 7900
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